Monitoring Tools Technical Speciation’s Requirement
	1
	Network Monitoring Tools Functionality
	Compliance


	Yes
	No

	a
	The monitoring application must automatically discover network devices connected to Dirco network – up to 4000 Ports. 
	
	
	

	b
	The Application must have NetPath feature to permit trace packet transfers hop-by-hop
	
	
	

	c
	The Monitoring tools must have the following key features:
· SNMP monitoring

· Automatically discovers connected network devices

· Network traffic packet analysis

· Intelligent network maps with NetPath

· Create Wi-Fi heat maps
	
	
	

	d
	The monitoring application must have cloud-based SaaS infrastructure monitoring services and with on premise aptitudes. 
	
	
	

	e
	AI-based machine learning that provides capacity predictions
	
	
	

	f
	Powerful reporting, analytics, and alerts
	
	
	

	g
	Real-time network device monitoring 
	
	
	

	
	Real – time applications monitoring 
	
	
	

	
	Jitter monitoring – pinpoint area of concern and remediate
	
	
	

	h
	Real-Time NetFlow Traffic Analyzer with ability to produce topology map per subnet segment. 
	
	
	

	i
	Automatic Wi-Fi heat maps to augment conspicuousness, control to ensure optimal wireless coverage and general management. 
	
	
	

	j
	Monitors bandwidth use per LAN, WAN up to application level. 
	
	
	

	k
	Bandwidths allocations and adjustment per subnet 
	
	
	

	l
	Reports Alerts Mode:
· Email 

· SMS

· Mobile App
	
	
	

	m
	The monitoring tools must be Scalable, cloud-based service suitable for vast network sizes across dispersed geographic locations and topologies. 
	
	
	

	n
	The SNMP-based monitoring must have autodiscovery feature
	
	
	

	o
	Other dominant features:

· Bandwidths Monitoring Sensors

· Hardware / Cloud Parameters Sensors

· Network Data usage Meters

· VoIP Sensors

· QoS Sensors 
	
	
	

	
	On Premise Server and Cloud performance Monitoring
	
	
	

	
	Centralized Performance dashboard publication – or GUI
	
	
	


