Annexure F
1. LAN Switches Technical Specifications

	ID
	Specifications
	Compliance Yes/No
	Bid Doc No:
	Comments 

	1
	Broad Features
	
	
	

	a
	The Switch must have dual Power Supply -For high availability
	
	
	

	b
	The Switch must have 24P PoE+
	
	
	

	c
	The Switch must have 48P PoE+
	
	
	

	d
	The Switch must be stackable capabilities 
	
	
	

	e
	The Switch will support 4 x 10 GE 2 x 40 GE or 4x Multigigabit Network Module(Nbase-T) 
	
	
	

	f
	
	
	
	

	2
	Performance
	
	
	

	a
	Minimum 205Gbps switching capacity and 150 Mpps forward rate
	
	
	

	B
	Up to 32 000 MAC address, equal count of unicast address and 64 000 of flexible NetFlow entries
	
	
	

	C
	Switch must support stacking bandwidth minimum of 475Gbps
	
	
	

	D
	Switch must have Mean Time failure of 300 000 hours
	
	
	

	3
	Network Operating System
	
	
	

	a
	The platform shall have an open standard, modular, extensible operating system that shall support a wide range of automation features and provides robust open APIs over NETCONF using YANG data models 


	
	
	

	b
	The operating system shall support resilience through Seamless software upgrades and patching 
	
	
	

	c
	The software shall support patching, which provides fixes for critical bugs and security vulnerabilities without having to wait for the next maintenance release 
	
	
	

	d
	The switch shall support Streaming telemetry, sampled NetFlow, Switched Port Analyzer, Remote SPAN. 
	
	
	

	4
	Power
	
	
	

	a
	Shall have at least 3 fans and in case of failure of any one of those the other fans should automatically speed up. Fans should be field replaceable 
	
	
	

	b
	Shall carry power savings mechanism wherein it should reduce the power consumption on ports not being used 
	
	
	

	5
	Application Visibility
	
	
	

	a
	The Switch should support Flexible NetFlow on all ports of the switch for Ingress and Egress Traffic 
	
	
	

	B
	The Switch should support at least 64000 Flows per switch 
	
	
	

	C
	The Switches when stacked together should be capable to exporting the flow independently / directly to the FnF Collector 


	
	
	

	6
	Layer – 2 Features
	
	
	

	a
	IEEE 802.1Q VLAN encapsulation. Up to 4000 VLANs per switch or stack and Up to 4000 VLAN IDs
	
	
	

	b
	Spanning-tree Port Fast and Port Fast guard for fast convergence 
	
	
	

	c
	802.1d, 802.1s, 802.1w, 802.3ad etc 
	
	
	

	d
	IGMP snooping v1, v2 and v3 
	
	
	

	e
	Port Aggregation Protocol (PAgP), Link Aggregation Protocol (LACP) 
	
	
	

	7
	Layer - 3 Features
	
	
	

	a
	Basic IP unicast routing protocols (static, RIPv1, and RIPv2) 


	
	
	

	B
	Spanning Tree Protocol , Rapid STP , VLAN Trunking Protocol , trunking, Private VLAN , dynamic voice VLAN, IPv6, PnP, 802.1Q tunneling, Routed Access – OSPF and RIP, Policy-Based Routing , Virtual Router Redundancy Protocol , Internet Group Management Protocol, PIM Stub, Weighted Random Early Detection , First Hop Security , 802.1X, MACsec-128, Control Plane Policing , SGT Exchange Protocol , IP SLA Responder, SSO, EIGRP Stub, Microflow Policing, Class-Based Weighted Fair Queuing , hierarchical QoS , Application Reporting, Syslog, SNMP 
	
	
	

	8
	Convergence and QoS
	
	
	

	a
	The Switch should support Advanced Modular Wired and Wireless QoS Policies 

The Switch should be capable of Queuing, Policing, Shaping, and marking Wired and Wireless Traffic based on Class of Service (CoS) or DSCP. 
	
	
	

	b
	The Switch should be capable of Queuing, Policing, Shaping, and marking Wired and Wireless Traffic based on Class of Service (CoS) or DSCP. 
	
	
	

	c
	Granular Rate Limiting function to guarantee bandwidth in increments as low as 8 kbps. 
	
	
	

	d
	Up to 64 aggregate or individual policers for per Fast Ethernet or Gigabit Ethernet port. 
	
	
	

	e
	Should support per-port Rate Limiting setting ingress enforced maximums. 


	
	
	

	f
	Should support LLDP-MED (Media Endpoint Discovery). 
	
	
	

	g
	The switch should support 8 queues per port and strict priority queue which helps ensure that the highest-priority packets are serviced ahead of all other traffic. 
	
	
	

	
	Should support IEEE 802.1AB Link Layer Discovery Protocol (LLDP). 
	
	
	

	
	Should support IP multicast Snooping (data-driven IGMP). 
	
	
	

	8
	Security
	
	
	

	a
	Should support Port security. 
	
	
	

	b
	Should support Access control lists (ACLs) to provide IP Layer 3 filtering based on source/destination IP address/subnet and source/destination TCP/UDP port number. 
	
	
	

	c
	Should support IEEE 802.1X user authentication, Web-based authentication and MAC-based authentication. 


	
	
	

	d
	Should support DHCP Snooping. 
	
	
	

	e
	Should support TACACS+ and RADIUS authentication for secure switch CLI logon. 

Should support SSHv2 and SSL allowing secure access to the switch 
	
	
	

	9
	Network Security features
	
	
	

	a
	IEEE 802.1x to allow dynamic, port-based security, providing user authentication 
	
	
	

	b
	Unicast MAC filtering to prevent the forwarding of any type of packet with a matching MAC address 
	
	
	

	c
	Unknown unicast and multicast port blocking to allow tight control by filtering packets that the switch has not already learned how to forward. 
	
	
	

	d
	Support for up to One thousand access control entries (ACEs). 
	
	
	

	8
	Resiliency and High availability
	
	
	

	a
	Should support IEEE 802.3ad Link Aggregation Control Protocol (LACP). 
	
	
	

	b
	Should support IEEE 802.1s Multiple Spanning Tree Protocol. 
	
	
	

	c
	Should support external redundant power supply. 
	
	
	

	9
	Advanced Features
	
	
	

	a
	The switch should have feature to provide real-time network event detection and onboard automation. 
	
	
	

	b
	The switch should support Multicast VLAN Registration. 
	
	
	

	C
	The Switch should support IEEE 802.1AE MACsec. MACsec should provide Layer 2, line rate Ethernet data confidentiality and integrity on host facing ports, protecting against man-in-the-middle attacks (snooping, tampering, and replay). 
	
	
	

	d
	The switch should support Enhanced Energy management feature along with various policy support. The switch should have support capabilities to support energy consumption, energy reports and energy management 
	
	
	

	e
	The switch should support feature allowing unidirectional links caused by incorrect fiber-optic wiring or port faults to be detected and disabled on fiber-optic interfaces. 
	
	
	

	f
	The switch should have feature to provide automatic configuration as devices connect to the switch port, allowing auto detection and plug and play of the device onto the network. 
	
	
	

	g
	
	
	
	

	I
	
	
	
	

	10
	Management 
	
	
	

	a
	The switch shall support Bluetooth dongle to enable wireless interface as an IP management port interface for configuration and troubleshooting. 
Switch must be cloud management ready
	
	
	

	b
	Layer 2 traceroute to ease troubleshooting by identifying the physical path that a packet takes from source to destination. 
Email alerts for switch management tools
	
	
	

	c
	Trivial File Transfer Protocol (TFTP) to reduce the cost of administering software upgrades by downloading from a centralized location. 
Ports management from GUI based dashboard 
	
	
	

	d
	Network Timing Protocol (NTP) to provide an accurate and consistent timestamp to all intranet switches. 
Zero touch provisioning
	
	
	

	e
	RMON I and II standards 
Per port and per client usage statistics 
	
	
	

	f
	SNMPv1, SNMPv2c, and SNMPv3 
Secure user schedules 
	
	
	

	
	
	
	
	


Hubs - Core Switches Specifications

1. First HUB 
	Switch Model
	Ports Requirements
	Description
	Quantity

	Gigabit Ethernet

No PoE
	24
	GE – Gigabit Ethernet
	2

	
	4 x 10Gb SFP+ Uplinks
	Network Module – Stack Power
	2

	
	Software License
	IP Services 
	2

	
	SFP requirement
	None
	0

	Gigabit Ethernet

SFP+

No PoE
	12
	SFP
	2

	
	10Gb x 4 x Gb Uplinks
	Network Modules – Stack Power
	2

	
	Software License
	IP Services
	2

	
	SFP requirement 
	SFP+ Gbps
	24

	
	
	
	


2. Second HUB
	Broad Requirement
	Ports Requirement
	Description 
	Quantity

	Gigabit Ethernet
No PoE
	24
	GE – Gigabit Ethernet
	2

	
	4 x 10Gb SFP+ Uplinks
	Network Module – Stack Power
	2

	
	Software License
	IP Services 
	2

	
	SFP requirement
	None
	0

	Gigabit Ethernet

SFP+

No PoE
	12
	SFP
	2

	
	4 x 10Gb SFP+ Uplinks
	Network Modules – Stack Power
	2

	
	Software License
	IP Services
	2

	
	SFP requirement 
	SFP+ Gbps
	24

	
	
	
	


