Annexure A
1. WAN Scope of Work

The current Dirco Wide Area Network is based on MPLS Network. Nighty six percent of the WAN circuits bandwidth are limited to one 1Mbps. Current MPLS network is expensive and prohibitive for Dirco to consume IaaS and SaaS services. Dirco has turned the corner and understand something clearly at last to address high demand for mobility and cloud consumptions. For majority of the Missions around the word, ICT took a conscious decision for strategy purposes to employ SD-WAN for scalability, address bandwidth shortages and costs reduction.
· Decommission Dual MPLS Circuits at the following Hubs
· Austria – Vienna 

· Brasilia – Brasilia
· Singapore – Singapore

· Decommission all ISR 2800 WAN routers across the Missions
· The above former hubs must be furnished with 300Mbps SD-WAN Circuits
· The successful bidder must handoff Ethernet RJ45 to each Mission – Communication room
· The total successful bidder must deliver the following to each Mission listed on Annexure: D
· Dual (2)  x  100Mbps per Mission
· 300Mbps per Hubs -Except London and OR Tambo 
· OR Tambo hub and London will each furnished with 500Mbps

· Both OR Tambo and London hub have more than sixty (60) spokes sites to support 

· Business Class internet Circuit SLA:
· Contention Ration:

· Minimum 1:2 
· Maximum 1:5

· Latency must consistently be under 80 Ms.
· Subnet x. x. x. x /30
· The internet circuits must be delivered to the Mission’s Communication room – Not to MDF
· LAN cable between the building MDF must be CAT6a or CAT7 cable will be preferred.
· However, A Fibre Optic medium will be vastly preferred.
· The 4K WAN routers will be the main host for the configurations of SD-WAN. 
· The successful bidder will configure SD-WAN solution and its Security Architecture | Orchestration layer. 
· Including full edge security configurations based on SD-WAN Solution. 
1.1 Missions to be furnished with MPLS Circuits
The successful bidder will be required to furnish the following Missions including hubs with Global MPLS Circuits. 
· South Africa – OR Tambo Building 
· USA – New York
· Syria – Damascus 
· UK – London

· USA – Washington DC
· Switzerland – Geneva

· China 

· Beijing 

· Shanghai

· Ethiopia – Addis Ababa
2. LAN Scope of Work
Desktop due diligence was conducted to all the Missions based on internal information obtained from AD, the assessment was more on number of end users. The idea is to provide exact number of end users to determine LAN port density for each Mission. No one size fits all approach will be applied.  The following responsibilities between the bidder and the client -Dirco will apply.
· The service provider will be responsible for configuring the LAN infrastructure for the three (3) regional Hubs: 
· Dirco IT Technical resources will be responsible with the deployment of the Spokes Sites / Missions. 
· Dirco technical resources will travel to the Missions to deploy LAN equipment | IP End Points and other technical support for the Missions
· The successful bidders will remain in South Africa post deploying hubs Core infrastructure
· The successful bidder team will configure all LAN switches from OR Tambo building and provide direct support to Dirco technical resources who will be deploying the LAN switches at the Missions.

3. Enterprise Telephony Infrastructure Scope of Work
3.1.  The relevance of ISR 2800 WAN routers and subsequence decommissioning
The ISR 2800 WAN routers are still relevant to the network because they consist of voice material configurations – ISR 2800 WAN routers cannot be ripped off just like that. Retiring of ISR 2800 WAN routers must be decommissioned programmatically. Decommissioning of ISR 2800 WAN routers can only take place once all the hubs are furnished with new Enterprise Telephony Infrastructure deployment. Because voice material configurations must be harvested from the 1SR 2800 K9 WAN routers and injected into the ISR 4K WAN routers. 
3.2. Scope of Work for The Successful Bidder | Dirco IT Officials 
Scope of work to be completed by successful Service Provider.
· Due diligence on existing Entire Enterprise Architecture 
· Due Diligence on existing WAN edge devices – Fit for purpose
· Design LLD for:

· Hubs | Spokes Sites Design
· Cloud Architecture | Cloud Security Architecture 
· Cloud Security Architecture | Access Management 

· Global Collaboration UC Design

· SD-WAN Design | Branch Office Security Architecture
· Secure Direct Internet Access – DIA 
· Branch office security Design – DNS Security 

· Design Remote Workers Solution |Work from Home (WFH) Solution
3.3. Deployment of Enterprise Telephony Servers for the following hubs Service Provider| Dirco IT Officials 
· Two Regional Locations:
· USA – Washington DC

· UK    - London 

3.4. Second Scope of work post deployment of UCUM – Service Provider | Dirco IT Officials 
· Harvest material configurations from ISR 2800 WAN router

· Inject voice configurations into ISR 4K WAN router

· Configuration of Voice network across SIP Clusters

· Configure all IP End points to be shipped to the Missions
3.3.  The Role of ISR 4K WAN Routers
WAN circuits are commissioned to ISR 4K routers, the entire network routing takes place within the 4K routers. So, the 4K routers are the main cog for the MPLS for spoke’s sites, and they will remain the main anchor for the WAN circuits until successful bidder is appointed. Routing based configurations will take place within the 4K WAN routers. The following scope of work will be undertaken by a successful bidder jointly with Dirco IT Officials as part of Skills transfer:
· Inject voice network routes to ISR 4K K9 WAN routers
· Decommission ISR 2800 WAN routers from Enterprise Network 
· Deployment of new Unified Collaboration system
· Synchronize old call managers with the new Unified Collaboration system
· Decommission old Call Mangers after deployment of latest UC
· Configure security parameters for the UC -both inbound and outbound sessions 
· The Successful bidder will remain at HQ to provide technical support to Dirco officials who will be deploying new technologies to the Missions – Post hubs deployment
3.4. Dirco Technical Team Responsibilities 
· Dirco IT team will be responsible for deployment of IP End points to all Missions.
· Access LAN Switches deployment – Spokes Sites
· Conduct end user training
· Conduct quality assurance
· Physical Decommission old IP End points
· Physical Decommissioning of ISR 2800 WAN Routers across the Missions
3.5. Travelling to the Missions

It is anticipated that Dirco IT Officials will partake fully in the construction of Converged VoIP, Cloud, Security Architecture, and consolidation of the three (3) hubs. The successful bidder will be responsible for design, deployment, and Commission three (3) hubs solution.  
4. Enterprise Perimeter Security Architecture for Branch Offices - Service Provider | Dirco IT Officials 
· Next Generation Firewalls
· IDS
· IPS
· SSL VPN 
· SSL Proxy
· PAM
· SASE

· CASB
4.1 Configurations of Spokes Sites ISR 4K WAN edge Security Applications Service Provider |Dirco IT Officials
Current ISR 4K WAN routers will be transmuted to become firewalls to protect inbound and outbound of traffic from the spoke sites point of view. Security activation will take effect from the ISR 4K WAN routers as highlighted below.
· Enterprise Firewall with Application Awareness
· Advance Malware Prevention
· IDS / IPS
· URL Filtering 
· Intrusion Systems 
· SD-WAN Ambarella Integration – Cloud based
· Unified Threat Management – UTM
· IPsec VPN
· SSL VPN 
· SSL Proxy Filtering
These Missions should be furnished with MPLS WAN circuits and the rest of the Missions will be furnished with SD-WAN Solution 








