Annexure F
 Access LAN, WiFi – APs and Core Switches Technical Specifications

	ID
	Specifications
	Compliance
	Yes
	No

	1
	Broad Features
	
	
	

	a
	The Switch must have dual Power Supply -For high availability
	
	
	

	b
	The Switch must have 24P PoE+
	
	
	

	c
	The Switch must have 48P PoE+
	
	
	

	d
	The Switch must be stackable capabilities 
	
	
	

	e
	The Switch will support 4 x 10 GE 2 x 40 GE or 4x Multigigabit Network Module(Nbase-T) 
	
	
	

	f
	The Switch must be Cloud ready 
	
	
	

	2
	Performance
	
	
	

	a
	Minimum 205Gbps switching capacity and 150 Mpps forward rate
	
	
	

	B
	Up to 32 000 MAC address, equal count of unicast address and 64 000 of flexible NetFlow entries
	
	
	

	C
	Switch must support stacking bandwidth minimum of 475Gbps
	
	
	

	D
	Switch must have Mean Time failure of 300 000 hours
	
	
	

	3
	Network Operating System
	
	
	

	a
	The platform shall have an open standard, modular, extensible operating system that shall support a wide range of automation features and provides robust open APIs over NETCONF using YANG data models 


	
	
	

	b
	The operating system shall support resilience through Seamless software upgrades and patching 
	
	
	

	c
	The software shall support patching, which provides fixes for critical bugs and security vulnerabilities without having to wait for the next maintenance release 
	
	
	

	d
	The switch shall support Streaming telemetry, sampled NetFlow, Switched Port Analyzer, Remote SPAN. 
	
	
	

	4
	Power
	
	
	

	a
	Shall have at least 3 fans and in case of failure of any one of those the other fans should automatically speed up. Fans should be field replaceable 
	
	
	

	b
	Shall carry power savings mechanism wherein it should reduce the power consumption on ports not being used 
	
	
	

	5
	Application Visibility
	
	
	

	a
	The Switch should support Flexible NetFlow on all ports of the switch for Ingress and Egress Traffic 
	
	
	

	B
	The Switch should support at least 64000 Flows per switch 
	
	
	

	C
	The Switches when stacked together should be capable to exporting the flow independently / directly to the FnF Collector 


	
	
	

	6
	Layer – 2 Features
	
	
	

	a
	IEEE 802.1Q VLAN encapsulation. Up to 4000 VLANs per switch or stack and Up to 4000 VLAN IDs
	
	
	

	b
	Spanning-tree Port Fast and Port Fast guard for fast convergence 
	
	
	

	c
	802.1d, 802.1s, 802.1w, 802.3ad etc 
	
	
	

	d
	IGMP snooping v1, v2 and v3 
	
	
	

	e
	Port Aggregation Protocol (PAgP), Link Aggregation Protocol (LACP) 
	
	
	

	7
	Layer - 3 Features
	
	
	

	a
	Basic IP unicast routing protocols (static, RIPv1, and RIPv2) 


	
	
	

	B
	Spanning Tree Protocol , Rapid STP , VLAN Trunking Protocol , trunking, Private VLAN , dynamic voice VLAN, IPv6, PnP, 802.1Q tunneling, Routed Access – OSPF and RIP, Policy-Based Routing , Virtual Router Redundancy Protocol , Internet Group Management Protocol, PIM Stub, Weighted Random Early Detection , First Hop Security , 802.1X, MACsec-128, Control Plane Policing , SGT Exchange Protocol , IP SLA Responder, SSO, EIGRP Stub, Microflow Policing, Class-Based Weighted Fair Queuing , hierarchical QoS , Application Reporting, Syslog, SNMP 
	
	
	

	8
	Convergence and QoS
	
	
	

	a
	The Switch should support Advanced Modular Wired and Wireless QoS Policies 

The Switch should be capable of Queuing, Policing, Shaping, and marking Wired and Wireless Traffic based on Class of Service (CoS) or DSCP. 
	
	
	

	b
	The Switch should be capable of Queuing, Policing, Shaping, and marking Wired and Wireless Traffic based on Class of Service (CoS) or DSCP. 
	
	
	

	c
	Granular Rate Limiting function to guarantee bandwidth in increments as low as 8 kbps. 
	
	
	

	d
	Up to 64 aggregate or individual policers for per Fast Ethernet or Gigabit Ethernet port. 
	
	
	

	e
	Should support per-port Rate Limiting setting ingress enforced maximums. 


	
	
	

	f
	Should support LLDP-MED (Media Endpoint Discovery). 
	
	
	

	g
	The switch should support 8 queues per port and strict priority queue which helps ensure that the highest-priority packets are serviced ahead of all other traffic. 
	
	
	

	
	Should support IEEE 802.1AB Link Layer Discovery Protocol (LLDP). 
	
	
	

	
	Should support IP multicast Snooping (data-driven IGMP). 
	
	
	

	8
	Security
	
	
	

	a
	Should support Port security. 
	
	
	

	b
	Should support Access control lists (ACLs) to provide IP Layer 3 filtering based on source/destination IP address/subnet and source/destination TCP/UDP port number. 
	
	
	

	c
	Should support IEEE 802.1X user authentication, Web-based authentication, and MAC-based authentication. 
	
	
	

	d
	Should support DHCP Snooping. 
	
	
	

	e
	Should support TACACS+ and RADIUS authentication for secure switch CLI logon. 

Should support SSHv2 and SSL allowing secure access to the switch 
	
	
	

	9
	Network Security features
	
	
	

	a
	IEEE 802.1x to allow dynamic, port-based security, providing user authentication 
	
	
	

	b
	Unicast MAC filtering to prevent the forwarding of any type of packet with a matching MAC address 
	
	
	

	c
	Unknown unicast and multicast port blocking to allow tight control by filtering packets that the switch has not already learned how to forward. 
	
	
	

	d
	Support for up to One thousand access control entries (ACEs). 
	
	
	

	8
	Resiliency and High availability
	
	
	

	a
	Should support IEEE 802.3ad Link Aggregation Control Protocol (LACP). 
	
	
	

	b
	Should support IEEE 802.1s Multiple Spanning Tree Protocol. 
	
	
	

	c
	Should support external redundant power supply. 
	
	
	

	9
	Advanced Features
	
	
	

	a
	The switch should have feature to provide real-time network event detection and onboard automation. 
	
	
	

	b
	The switch should support Multicast VLAN Registration. 
	
	
	

	C
	The Switch should support IEEE 802.1AE MACsec. MACsec should provide Layer 2, line rate Ethernet data confidentiality and integrity on host facing ports, protecting against man-in-the-middle attacks (snooping, tampering, and replay). 
	
	
	

	d
	The switch should support Enhanced Energy management feature along with various policy support. The switch should have support capabilities to support energy consumption, energy reports and energy management 
	
	
	

	e
	The switch should support feature allowing unidirectional links caused by incorrect fiber-optic wiring or port faults to be detected and disabled on fiber-optic interfaces. 
	
	
	

	f
	The switch should have feature to provide automatic configuration as devices connect to the switch port, allowing auto detection and plug and play of the device onto the network. 
	
	
	

	10
	Management 
	
	
	

	a
	The switch shall support Bluetooth dongle to enable wireless interface as an IP management port interface for configuration and troubleshooting. 
Switch must be cloud management ready
	
	
	

	b
	Layer 2 traceroute to ease troubleshooting by identifying the physical path that a packet takes from source to destination. 
Email alerts for switch management tools
	
	
	

	c
	Trivial File Transfer Protocol (TFTP) to reduce the cost of administering software upgrades by downloading from a centralized location. 
Ports management from GUI based dashboard 
	
	
	

	d
	Network Timing Protocol (NTP) to provide an accurate and consistent timestamp to all intranet switches. 
Zero touch provisioning is essential 
	
	
	

	e
	RMON I and II standards 
Per port and per client usage statistics 
	
	
	

	f
	SNMPv1, SNMPv2c, and SNMPv3 
Secure user schedules 
	
	
	

	g
	The switches must be  IoT ready
	
	
	


Annexure F- WLAN – WiFi Technical Specification
	11
	WLAN Technical Specification
	Compliance


	Yes
	No

	A
	· Controller’s Traits 
· Must be Cloud ready

· Must Connect up to 3000 APs in one instance
· Maximum Clients must connect to 10, 000 clients
· Thoroughput 5Gbps to 10Gbps symmetrical 
· Uplinks 2*10Gbps – Multigigabit Fibre preferable 
· VLANs  over   4000
· WLANs   over 4000
· Automated device provisioning
· Seamless software upgrades and Patching
· API – Driven configurations
· Granular visibility

· Secure boot

· Encrypted Traffic Analytics 

· Imagine Signing 
· Secure boot
· Flexible NetFlow 
· Must provide superior Quality of service – QoS
· Must have strong Guest Management capabilities
· Must have bandwidth management capabilities
· Encrypted Traffic Analytics and SD-Access.
	
	
	

	12
	Access Points – APs Compulsory Specification
	
	
	

	a 
	OFMDA
	
	
	

	b
	MU-MIMO
	
	
	

	c
	Multigigabit support
	
	
	

	d
	Internal Antennae for inside the office 
	
	
	

	e
	External Antennae for hallways and open spaces 
	
	
	

	f
	Must be ready for IoT
	
	
	

	g
	BLE – 802.15.4 Protocols 
	
	
	

	h
	WiFi 6 Certified 
	
	
	

	i
	Support 802.11ax for 2.4GHz
	
	
	

	j
	Support 802.11ax for 5GHz
	
	
	

	k
	RF ASIC
	
	
	

	I
	RF Fingerprinting
	
	
	

	m
	Radio 5GHZ 8x8 or dual 2.4 4x4
	
	
	

	n
	WLAN must be poised to deliver enterprise-grade VoWLAN
	
	
	

	o
	WLAN must be poised to deliver enterprise-grade VideoWLAN
	
	
	

	p
	The ability to detect Rogue APs and disables them
	
	
	

	q
	The APs must have WIPS and WIDS capabilities 
	
	
	

	r
	The APs must have Spectrum Intellegence 
	
	
	

	s
	The APs Must have location analytics capabilities 
	
	
	

	t
	APs must have Fastlocate tech to improve location-refresh rate
	
	
	


Annexure F- Hubs - Core Switches Specifications
1. UK - London
	Switch Model
	Ports Requirements
	Description
	Quantity

	Gigabit Ethernet - Core
GbE

No PoE
	24
	GbE – Gigabit Ethernet
	2

	
	4 x 10Gb SFP+ Uplinks
	Network Modules
	2

	
	Software License
	IP Services 
	2

	
	SFP+ 
	40Gbps
	4

	Gigabit Ethernet - Core
SFP+

No PoE
	24
	SFP+
	2

	
	40Gbps x 4 Uplinks
	Network Modules 
	2

	
	Software License
	IP Services
	2

	
	SFP+ 
	SFP+ Gbps - Core
	24

	
	SFP+
	Access Switches 
	38


2. USA - Washington DC Core Switches 
	Broad Requirement
	Ports Requirement
	Description 
	Quantity

	Gigabit Ethernet - Core
Gbps

No PoE
	24
	GE – Gigabit Ethernet
	2

	
	4 x 40Gb SFP+ Uplinks
	Network Module 
	2

	
	Software License
	IP Services 
	2

	
	SFP+
	40Gbps
	16

	Gigabit Ethernet - Core
SFP+

No PoE
	12
	SFP+
	2

	
	40Gbps SFP+ Uplinks
	Network Modules 
	2

	
	Software License
	IP Services
	2

	
	SFP+  
	10Gbps | 40Gbps – Uplinks 
	24

	
	SFP+
	Access Switches 
	18


Annexure F

LAN Switches Ports Density Allocations

	Mission Name
	City
	Users
	C. Switch
	LAN Switches
	Qty
	Comments

	Region - Africa
	
	
	

	1. Ivory Cost
	Abidjan
	31
	0
	48P PoE+
	1
	

	2. Nigeria
	Abuja
	6
	0
	12P PoE+
	1
	

	3. Ethiopia
	Addis Ababa
	35
	0
	24P PoE

Core Switch 6 x 10Gpbs SFPs
	3

1

1
	

	4. Algeria
	Algiers
	19
	0
	24P PoE+
	1
	

	5. Jordan
	Amman
	19
	0
	24P PoE+
	1
	

	6. Turkey
	Ankara
	18
	0
	24P PoE+
	1
	

	7. Madagascar
	Antananarivo 
	14
	0
	24P PoE+
	1
	

	8. Eritrea
	Asmara
	11
	0
	24P PoE+
	1
	

	9. Kazakhstan
	Astana
	12
	0
	24P PoE+
	1
	

	10. Mali
	Bamako
	16
	0
	24P PoE+
	1
	

	11. Guinea Bissau
	Bissau
	5
	0
	24P PoE+
	1
	

	12. Congo
	Brazzaville
	13
	0
	24P PoE+
	1
	

	13. Romania
	Bucharest
	13
	
	24P PoE+
	1
	

	14. Burundi
	Bujumbura
	21
	0
	24P PoE+
	1
	

	15. CAR 
	Bangui 
	10
	0
	16P PoE+
	1
	

	16. Egypt
	Cairo
	18
	0
	24P PoE+
	1
	

	17. South Africa 
	Cape Town Airport
	5
	0
	16P PoE+
	1
	

	18. South Africa 
	Cape Town Parliament 
	22
	0
	24P PoE+
	1
	

	19. Benin
	Cotonou 
	
	0
	24P PoE+
	1
	

	20. Guinea 
	Conakry
	12
	0
	24P PoE+
	1
	

	21. Senegal 
	Dakar
	18
	0
	24P PoE+
	1
	

	22. Syria
	Damascus
	
	0
	24P PoE+
	1
	

	23. Tanzania
	Daar Es Salaam
	13
	0
	
	
	

	24. South Africa
	Diplomatic Guest House
	
	0
	24P PoE+
	1
	

	25. Botswana
	Gaborone
	27
	0
	36P PoE+
	1
	

	26. Zimbabwe 
	Harare
	16
	0
	24P PoE+
	1
	

	27. Indonesia
	Jakarta
	
	0
	24P PoE+
	1
	

	28. Saudi Arabia
	Jeddah
	12
	0
	24P PoE+
	1
	

	29. Southern Sudan
	Juba
	9
	0
	16P PoE+
	1
	

	30. Uganda
	Kampala
	16
	0
	24P PoE+
	1
	

	31. Sudan 
	Khartoum 
	19
	
	24P PoE+
	1
	

	32. Ukraine
	Kiev
	10
	0
	24P PoE+
	1
	

	33. Rwanda
	Kigali
	14
	0
	24P PoE+
	1
	

	34. South Africa
	King Shaka International Airport
	5
	0
	16P PoE+
	1
	

	35. DRC
	Kinshasa
	14
	
	24P PoE+
	4
	

	36. Nigeria 
	Lagos
	11
	0
	48P PoE+
	1
	

	37. Gabon
	Libreville
	17
	0
	24P PoE+
	1
	

	38. Malawi
	Lilongwe
	11
	0
	16P PoE
	1
	

	39. Angola
	Luanda
	17
	0
	24P PoE+

8P SFP
	4

1
	

	40. DRC
	Lubumbashi
	13
	0
	24P PoE+
	1
	

	41. Zambia
	Lusaka
	18
	0
	48P PoE+
	1
	

	42. Equatorial Guinea 
	Malabo
	12
	0
	24P PoE+
	1
	

	43. Mozambique
	Maputo
	18
	0
	48P PoE+
	1
	

	44. Lesotho
	Maseru
	17
	0
	48P PoE+
	1
	

	45. Swaziland
	Mbabane
	13
	0
	48P PoE+
	1
	

	46. Kenya
	Nairobi
	29
	
	48P PoE+
	1
	

	47. Chad
	N’Djamena


	10
	0
	24P PoE+
	1
	

	48. Mauritania
	Nouakchott
	7
	0
	24P PoE+
	1
	

	49. Niger
	Niamey
	5
	0
	24P PoE+
	1
	

	50. Burkina Faso
	Ouagadougou
	5
	0
	24P PoE+
	1
	

	51. Liberia
	Monrovia
	5
	0
	24P PoE+
	1
	

	52. Sao Tome & Principe
	Sao Tome
	5
	0
	24P PoE+
	1
	

	53. South Africa
	Presidential Guest House
	8
	0
	16P PoE+
	1
	

	
	
	
	
	
	
	

	Region -Brasilia
	City
	
	

	
	
	
	
	
	
	

	1. Argentina 
	Buenos Aries
	25
	0
	24P PoE+
	1
	

	2. Venezuela
	Caracas
	16
	0
	24P PoE+
	1
	

	3. Peru
	Lima
	14
	0
	24P PoE+
	1
	

	4. Mexico
	Mexico City
	16
	0
	24P PoE+
	1
	

	5. Chile
	Santiago
	23
	0
	24P PoE+
	1
	

	6. Brasilia 
	Sao Paulo
	22
	0
	24P PoE+
	1
	

	
	
	
	
	
	
	

	Region-London
	City
	
	
	
	
	

	
	
	
	
	
	
	

	1. Ghana
	Accra
	19
	0
	24P PoE+
	1
	

	2. Switzerland
	Bern
	26
	0
	48P PoE+
	1
	

	3. Belgium
	Brussels
	52
	0
	48P PoE+
	1
	

	4. Ireland
	Dublin
	52
	0
	48P PoE+

16P PoE+
	2
	

	5. Switzerland
	Geneva
	39
	0
	48P PoE+
	1
	

	6. Cuba
	Havana
	20
	0
	24P PoE+
	1
	

	7. Jamaica
	Kingston
	17
	0
	48P PoE+
	1
	

	8. Portugal
	Lisbon
	20
	0
	24P PoE+
	1
	

	9. Spain
	Madrid
	23
	0
	24P PoE+
	1
	

	10. Comoros
	Maroni
	9
	0
	16P PoE+
	1
	

	11. France
	Paris
	49
	0
	48P PoE+
	1
	

	12. Saudi Arabia
	Riyadh
	14
	0
	24P PoE+
	1
	

	13. Netherland
	The Hague
	27
	0
	48P PoE+
	1
	

	14. England
	Whitehall
	22
	0
	24P PoE+
	1
	

	15. The Vatican
	Holly See
	
	0
	16P PoE+
	1
	

	Region- Singapore
	City
	Users
	Core Switch
	
	
	

	
	
	
	
	
	
	

	1. Thailand
	Bangkok
	23
	0
	24P PoE+
	1
	

	2. China
	Beijing
	51
	0
	48P PoE+
	1
	

	3. Australia
	Canberra
	23
	0
	24P PoE+
	1
	

	4. Sri Lanka
	Colombo
	13
	0
	16P PoE+
	1
	

	5. Vietnam
	Hanoi
	18
	0
	24P PoE+
	1
	

	6. Japan
	Hong Kong
	14
	0
	24P PoE+
	1
	

	7. Malaysia
	Kuala Lampur 
	20
	0
	24P PoE+
	1
	

	8. Philippines
	Manila
	12
	0
	24P PoE+
	1
	

	9. South Korea 
	Seoul
	16
	0
	24P PoE+
	1
	

	10. China
	Shanghai 
	20
	0
	24P PoE+
	1
	

	11. Fiji
	Suva 
	8
	0
	24P PoE+
	1
	

	12. Taiwan
	Taipei
	17
	0
	24P PoE+
	1
	

	13. Japan
	Tokyo
	35
	0
	48P PoE+
	1
	

	14. New Zealand
	Wellington
	15
	0
	24P PoE+
	1
	

	15. India
	New Dehli
	42
	0
	48P PoE+
	1
	

	16. India
	Mumbai
	24
	0
	36P PoE+
	1
	

	17. Jakarta
	Philippines 
	21
	0
	24P PoE+
	1
	

	18. Singapore
	Singapore
	13
	0
	24P PoE+
	1
	

	
	
	
	
	
	
	

	Region- Vienna
	City
	Users
	
	
	
	

	
	
	
	
	
	
	

	1. Greece
	Athens
	15
	0
	24P PoE+
	1
	

	2. United Arab Emirates
	Abu Dhabi
	11
	0
	24P PoE+
	1
	

	3. Germany 
	Berlin
	42
	0
	48P PoE+
	1
	

	4. Hungary
	Budapest
	16
	0
	24P PoE+
	1
	

	5. Denmark
	Copenhagen
	17
	0
	24P PoE+
	1
	

	6. Qatar
	Doha
	9
	0
	16P PoE+
	1
	

	7. UAE
	Dubai
	16
	0
	24P PoE+
	1
	

	8. Finland
	Helsinki
	13
	0
	24P PoE+
	1
	

	9. Pakistan
	Islamabad
	24
	0
	36P PoE+
	1
	

	10. Kuwait
	Kuwait City
	13
	0
	24P PoE+
	1
	

	11. Italy
	Milan
	13
	0
	24P PoE+
	1
	

	12. Russia
	Moscow
	41
	0
	48P PoE+
	1
	

	13. India
	Mumbai
	24
	0
	36P PoE+
	1
	

	14. Germany
	Munich
	17
	0
	24P PoE+
	1
	

	15. Oman
	Muscat
	10
	0
	24P PoE+
	1
	

	16. India
	New Delhi
	42
	0
	48P PoE+
	1
	

	17. Norway
	Oslo
	12
	0
	24P PoE+
	1
	

	18. Czech Republic 
	Prague
	14
	0
	24P PoE+
	1
	

	19. Italy 
	Rome
	27
	0
	36P PoE+
	1
	

	20. Bulgaria
	Sofia
	10
	0
	24P PoE+
	1
	

	21. Sweden 
	Stockholm
	18
	0
	24P PoE+
	1
	

	22. Iran
	Teheran 
	18
	0
	24P PoE+
	1
	

	23. Poland
	Warsaw
	16
	0
	24P PoE+
	1
	

	
	
	
	
	
	
	

	Region- Washington
	City
	Users
	C. Switch
	LAN Switches
	
	

	1. USA
	Washington DC
	62
	2

GbE

SFP
	48P PoE+ 24GbE

24SFP
	2

1

1
	

	1. USA
	Chicago
	20
	0
	24P PoE+
	1
	

	2. USA
	New York
	64
	0
	48P PoE+

24P PoE+
	1

1
	

	3. USA
	Los Angeles
	16
	0
	24P PoE+
	1
	

	4. Canada 
	Toronto
	12
	0
	24P PoE+
	1
	

	5. Canada
	Ottawa
	23
	0
	36P PoE+
	1
	


Annexure F

Monitoring Tools Technical Speciation’s Requirement

	1
	Network Monitoring Tools Functionality
	Compliance


	Yes
	No

	a
	The monitoring application must automatically discover network devices connected to Dirco network – up to 4000 Ports. 
	
	
	

	b
	The Application must have NetPath feature to permit trace packet transfers hop-by-hop
	
	
	

	c
	The Monitoring tools must have the following key features:

· SNMP monitoring

· Automatically discovers connected network devices

· Network traffic packet analysis

· Intelligent network maps with NetPath

· Create Wi-Fi heat maps
	
	
	

	d
	The monitoring application must have cloud-based SaaS infrastructure monitoring services and with on premise aptitudes. 
	
	
	

	e
	AI-based machine learning that provides capacity predictions
	
	
	

	f
	Powerful reporting, analytics, and alerts
	
	
	

	g
	Real-time network device monitoring 
	
	
	

	
	Real – time applications monitoring 
	
	
	

	
	Jitter monitoring – pinpoint area of concern and remediate
	
	
	

	h
	Real-Time NetFlow Traffic Analyzer with ability to produce topology map per subnet segment. 
	
	
	

	i
	Automatic Wi-Fi heat maps to augment conspicuousness, control to ensure optimal wireless coverage and general management. 
	
	
	

	j
	Monitors bandwidth use per LAN, WAN up to application level. 
	
	
	

	k
	Bandwidths allocations and adjustment per subnet 
	
	
	

	l
	Reports Alerts Mode:

· Email 

· SMS

· Mobile App
	
	
	

	m
	The monitoring tools must be Scalable, cloud-based service suitable for vast network sizes across dispersed geographic locations and topologies. 
	
	
	

	n
	The SNMP-based monitoring must have autodiscovery feature
	
	
	

	o
	Other dominant features:

· Bandwidths Monitoring Sensors

· Hardware / Cloud Parameters Sensors

· Network Data usage Meters

· VoIP Sensors

· QoS Sensors 
	
	
	

	
	On Premise Server and Cloud performance Monitoring
	
	
	

	
	Centralized Performance dashboard publication – or GUI
	
	
	


